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Terrorism Risk Analysis:Terrorism Risk Analysis:
Research ObjectivesResearch Objectives

To help anticipate a wide range of To help anticipate a wide range of 
terrorist attacksterrorist attacks
To estimate the likelihood of terrorist To estimate the likelihood of terrorist 
attacks attacks 
To estimate the consequences of To estimate the consequences of 
successful terrorist attackssuccessful terrorist attacks

________________________________________________________________________________________________

To improve the allocation of resources To improve the allocation of resources 
to defend against terrorismto defend against terrorism



StateState--ofof--The ArtThe Art
30 years of experience with risk 30 years of experience with risk 
analysisanalysis
Many recent attempts to apply risk Many recent attempts to apply risk 
analysis to terrorismanalysis to terrorism
–– Straightforward extensions of PRAStraightforward extensions of PRA
–– Vulnerability and risk scoring systemsVulnerability and risk scoring systems
–– Project risk analysis approachesProject risk analysis approaches
–– Influence diagrams approaches including Influence diagrams approaches including 

motivations and capabilities of terroristsmotivations and capabilities of terrorists
–– Game theory and simulation gamesGame theory and simulation games



Terrorism Risk AnalysisTerrorism Risk Analysis
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Risk Analysis with InterventionsRisk Analysis with Interventions
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LA and Long Beach PortsLA and Long Beach Ports

3rd busiest port in the 
world

36% of US imports

11.4 million TEUs per year

$212 billion cargo value



The Dirty Bomb Project: The Dirty Bomb Project: 
Risk AnalysisRisk Analysis

Develop attack scenarios: Sources x Develop attack scenarios: Sources x 
delivery mechanism x locationdelivery mechanism x location
Estimate Estimate relativerelative probabilities: Project probabilities: Project 
risk analysisrisk analysis
Provide information for consequence Provide information for consequence 
analysis: Radiological source term etc.analysis: Radiological source term etc.



Example SourcesExample Sources

Medical and Research FacilitiesMedical and Research Facilities
–– Blood irradiator (1000 Curies)Blood irradiator (1000 Curies)
–– Research irradiator Research irradiator 
–– Industrial irradiator (10,000 Curies)Industrial irradiator (10,000 Curies)

Nuclear WasteNuclear Waste
–– LLWLLW
–– HLWHLW
–– Spent Fuel (1 million Curies per fuel assembly)Spent Fuel (1 million Curies per fuel assembly)

Special Nuclear MaterialsSpecial Nuclear Materials
–– Enriched UraniumEnriched Uranium
–– PlutoniumPlutonium



Three Source ScenariosThree Source Scenarios

1.1. Theft of radioactive materials from a Theft of radioactive materials from a 
U.S. hospital (1,000 U.S. hospital (1,000 CiCi))

2.2. Theft of a U.S.  industrial irradiator Theft of a U.S.  industrial irradiator 
(10,000 (10,000 CiCi))

3.3. Theft or purchase of spent nuclear Theft or purchase of spent nuclear 
fuel from a Russian reactor or fuel from a Russian reactor or 
reprocessing plant (200,000 reprocessing plant (200,000 CiCi))



Scenario 3: Scenario 3: 
Spent Radioactive Fuel from Spent Radioactive Fuel from 
Russian ReactorsRussian Reactors
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Scenario 2:  Theft of an Scenario 2:  Theft of an 
Industrial IrradiatorIndustrial Irradiator
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Scenario 1: Theft from a Scenario 1: Theft from a 
HospitalHospital
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1. RAD Source
2. Bomb Target
3. Staffing
4. Funding
5. Communication

Plan Prepare

The Project Begins….The Project Begins….



Transport
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… and is completed… and is completed



The Complete ProjectThe Complete Project
What kind of attack -- a DB attack against the United States

Start:  10/6/03 ID:   2

Finish: 10/10/03 Dur: 1 wk

Res:    Mastermind

Where -- somewhere at the port

Start:  10/11/03 ID:   3

Finish: 10/1/05 Dur: 102.4 wks

Res:    Mastermind, Attack Funder, Advisor, DB Terrorist

When -- date and time 

Start:  10/11/03 ID:   4

Finish: 10/1/05 Dur: 102.4 wks

Res:    Everyone (10)

How -- remote detonation at the Port of Los Angeles (need some sort of lag for 2 a

Start:  10/11/03 ID:   5

Finish: 10/1/05 Dur: 102.4 wks

Res:    Mastermind, Advisor, Attack Funder, BE 1, BE 2, DB Terrorist

Who -- number of people necessary to carry out the attack (2-5 b4)

Start:  10/11/03 ID:   6

Finish: 3/28/05 Dur: 75.4 wks

Res:    Everyone (10)

Obtain and transport radioactive material

Start:  10/11/04 ID:   9

Finish: 10/9/05 Dur: 51.1 wks

Comp: 0%

Scope out  driving routes (this includes obtaining a car if needed)

Start:  5/23/05 ID:   12

Finish: 7/6/05 Dur: 6.5 wks

Res:    Terrorist1, Terrorist2

Obtain and transport explosive material

Start:  4/28/04 ID:   14

Finish: 10/2/05 Dur: 73.8 wks

Comp: 0%

Case and identify sources for explosive purchase

Start:  4/28/04 ID:   15

Finish: 10/11/04 Dur: 24 wks

Res:    Explosives Assistant

Purchase explosive

Start:  10/12/04 ID:   16

Finish: 4/6/05 Dur: 24 wks

Res:    Explosives Assistant

Recieve training

Start:  10/11/04 ID:   19

Finish: 10/27/04 Dur: 2.5 wks

Res:    BE 1, BE 2

Case and identify location (hide-out) where the dirty bomb will be constructed 

Start:  10/27/04 ID:   20

Finish: 2/25/05 Dur: 16 wks

Res:    BE 1, BE 2

Scope out driving route for transporting explosives and RAD 

Start:  2/25/05 ID:   21

Finish: 4/12/05 Dur: 6.5 wks

Res:    BE 1, BE 2

Obtain materials for building a dirty bomb -- hazmat suits, wires, etc. 

Start:  2/25/05 ID:   22

Finish: 4/12/05 Dur: 6.5 wks

Res:    BE 1, BE 2

Obtain vehicle (s) for picking up dirty bomb materials

Start:  10/5/05 ID:   23

Finish: 10/7/05 Dur: 3 days

Res:    BE 2, BE 1

Build the dirty bomb

Start:  10/11/04 ID:   18

Finish: 10/7/05 Dur: 51 wks

Comp: 0%

Obtain a vehicle for transporting the dirty bomb into the port

Start:  10/10/05 ID:   31

Finish: 10/11/05 Dur: 2 days

Res:    DB Terrorist

Travel -- how the operatives will get into the United States (we need to determine w

Start:  10/11/03 ID:   7

Finish: 3/28/05 Dur: 75.4 wks

Res:    Mastermind, Advisor, Attack Funder

Training

Start:  10/11/04 ID:   25

Finish: 10/27/04 Dur: 2.5 wks

Res:    DB Terrorist

Plan on how to get into the port

Start:  10/27/04 ID:   26

Finish: 5/20/05 Dur: 28 wks

Comp: 0%

Scope out entrance security

Start:  10/28/04 ID:   27

Finish: 5/20/05 Dur: 28 wks

Res:    DB Terrorist

Optimal detonation location

Milestone Date: Wed 10/27/04

ID: 28

Driving routes

Milestone Date: Wed 10/27/04

ID: 29

Wind patterns

Milestone Date: Wed 10/27/04

ID: 30

Obtaining the explosives

Start:  10/9/05 ID:   33

Finish: 10/10/05 Dur: 0.4 wks

Comp: 0%

Transport explosives - picking up and transporting to DB construction site

Start:  10/9/05 ID:   34

Finish: 10/10/05 Dur: 2 days

Res:    Explosives Assistant, BE 2

Obtaining the RAD material

Start:  10/10/05 ID:   35

Finish: 10/11/05 Dur: 0.3 wks

Comp: 0%

Steal RAD

Start:  10/10/05 ID:   36

Finish: 10/10/05 Dur: 1 day

Res:    Terrorist1, Terrorist2

Transport RAD

Start:  10/10/05 ID:   37

Finish: 10/11/05 Dur: 1 day

Res:    Terrorist1, Terrorist2, BE 2

The Bomb

Start:  10/10/05 ID:   38

Finish: 10/10/05 Dur: 0.2 wks

Comp: 0%

Building the bomb 

Start:  10/10/05 ID:   39

Finish: 10/10/05 Dur: 1 day

Res:    BE 1, BE 2

Bomb detonation (times to be specified later)

Start:  10/11/05 ID:   40

Finish: 10/11/05 Dur: 0.1 wks

Comp: 0%

Pick up dirty bomb

Start:  10/11/05 ID:   41

Finish: 10/11/05 Dur: 1 hr

Res:    DB Terrorist

Case and identify locations where radioactive material is stored 

Start:  10/28/04 ID:   10

Finish: 5/20/05 Dur: 28 wks

Res:    Terrorist1, Terrorist2

Transport and detonate the dirty bomb

Start:  10/11/04 ID:   24

Finish: 10/11/05 Dur: 51.5 wks

Comp: 0%

Obtain vehicle for transporting RAD from site where stolen and for taking to drop o

Start:  10/7/05 ID:   13

Finish: 10/9/05 Dur: 2 days

Res:    Terrorist1, Terrorist2

Training on how to handle radioactive material

Start:  10/11/04 ID:   11

Finish: 10/27/04 Dur: 2.5 wks

Res:    Terrorist2, Terrorist1

Remote detonate from an off-site location

Start:  10/11/05 ID:   44

Finish: 10/11/05 Dur: 1 hr

Res:    DB Terrorist

Drop off the dirty bomb

Start:  10/11/05 ID:   43

Finish: 10/11/05 Dur: 1 hr

Res:    DB Terrorist

Transport the dirty bomb into the port

Start:  10/11/05 ID:   42

Finish: 10/11/05 Dur: 1 hr

Res:    DB Terrorist

The Attack

Start:  10/9/05 ID:   32

Finish: 10/11/05 Dur: 0.6 wks

Comp: 0%

Preparing

Start:  4/28/04 ID:   8

Finish: 10/11/05 Dur: 75.4 wks

Comp: 0%

Wait for instructions on how to transport explosive material

Start:  10/2/05 ID:   17

Finish: 10/2/05 Dur: 1 day

Res:    Explosives Assistant

Planning

Start:  10/6/03 ID:   1

Finish: 10/1/05 Dur: 103.4 wks

Comp: 0%



Building the Dirty BombBuilding the Dirty Bomb

The Dirty Bomb Attack
Start:  11/21/05 ID:   46
Finish: 11/21/05 Dur: 0.18 wks

Comp: 0%

Building the Dirty Bomb
Start:  10/3/05 ID:   38
Finish: 11/18/05 Dur: 7.2 wks

Comp: 0%

Obtaining the explosives
Start:  10/3/05 ID:   39
Finish: 10/4/05 Dur: 0.4 wks

Comp: 0%

Obtaining the RAD material
Start:  10/10/05 ID:   41
Finish: 11/4/05 Dur: 4 wks

Comp: 0%

Assembling the dirty bomb
Start:  11/7/05 ID:   44
Finish: 11/18/05 Dur: 2 wks

Comp: 0%



The Dirty Bomb AttackThe Dirty Bomb Attack

Drop off the dirty bomb at deto
Start:  11/21/05 ID:   46
Finish: 11/21/05 Dur: 3 hrs

Res:    DB Terrorist

Remote detonate from an off-s
Start:  11/21/05 ID:   47
Finish: 11/21/05 Dur: 1 hr

Res:    DB Terrorist

Pick up dirty bomb 
Start:  11/21/05 ID:   45
Finish: 11/21/05 Dur: 3 hrs

Res:    DB Terrorist

The DB Attack
Start:  11/21/05 ID:   43
Finish: 11/21/05 Dur: 0.18 wks

Comp: 0%

Transport the dirty bomb into t
Start:  11/21/05 ID:   44
Finish: 11/21/05 Dur: 0.15 wks

Comp: 0%



Event TreeEvent Tree



Output of Risk AnalysisOutput of Risk Analysis

Probability of Success of AttackProbability of Success of Attack
Probability distribution over source Probability distribution over source 
termterm
–– airborne and airborne and respirablerespirable
–– Solids and large particlesSolids and large particles



Consequence AssessmentConsequence Assessment

Short term consequences: Short term consequences: 
–– Fatalities and injuries from blast Fatalities and injuries from blast 
–– Damage to structures from blastDamage to structures from blast
–– Acute radiation exposureAcute radiation exposure

Medium Term ConsequencesMedium Term Consequences
–– Shut down of portShut down of port
–– Business interruptionBusiness interruption

Long term consequences:Long term consequences:
–– Latent cancers Latent cancers 



Radioactive PlumeRadioactive Plume

Plume Model Provided by the
National Atmospheroic Release

Advisory Center



Rough Consequence Rough Consequence 
Estimates: Cancer DeathsEstimates: Cancer Deaths

Scenario 1: A fewScenario 1: A few
Scenario 2: TensScenario 2: Tens
Scenario 3: HundredsScenario 3: Hundreds



Dirty Bomb Project: Dirty Bomb Project: 
Economic ModelingEconomic Modeling

Inputs:  Inputs:  
–– Short term closure of portShort term closure of port
–– Long term closure of portLong term closure of port

Results:  Results:  
–– $138 million for 15 days closure$138 million for 15 days closure
–– $35 billion for 120 days closure$35 billion for 120 days closure



CountermeasuresCountermeasures

Radiation detection portals for trucks Radiation detection portals for trucks 
at entry pointsat entry points
Inspection of containers including Inspection of containers including 
radiation detectionradiation detection
Personal radiation detection devicesPersonal radiation detection devices



Preliminary ConclusionsPreliminary Conclusions

Project risk analysis is a viable toolProject risk analysis is a viable tool
–– Can provide a roadmap of terrorist attacksCan provide a roadmap of terrorist attacks
–– Can establishes an upper bound of the probability of Can establishes an upper bound of the probability of 

a successful attacka successful attack
–– Can identify project vulnerabilitiesCan identify project vulnerabilities

Challenges:Challenges:
–– How to obtain the probability of attackHow to obtain the probability of attack
–– How to define project failureHow to define project failure
–– How to assess failure probabilitiesHow to assess failure probabilities



Future WorkFuture Work
Complete dirty bomb scenarios and Complete dirty bomb scenarios and 
probability assessmentsprobability assessments
Package project risk analysis “tool” and Package project risk analysis “tool” and 
make available to DHS and othersmake available to DHS and others
New: New: 
–– Develop methodologies for p(ADevelop methodologies for p(Aii) as a function of ) as a function of 

terrorists’ utilities and capabilitiesterrorists’ utilities and capabilities
–– Case study of nuclear device risksCase study of nuclear device risks
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