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Research Overview
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Risk l ) “ Informed Risk

Assessment /7 " Perception and
/ Multi-Hazard \
Management
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Disruptive I S
Event(s) /
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') Loss N
S Resilience
"g Management
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% Robustness
Plan | Absorb Recover Adapt

Time

— Focus on Cyber and Cyber-Physical Infrastructure Systems

Infrastructure Network

Resilience Modeling

Interdependent network failure
and recovery modeling and
simulation

Security Risk and

Decision Analytics

Multi-hazard risk analysis and
resource allocation under
uncertainty

Multi-Agent Learning

and Optimization

Multi-level optimization, game
theory, and deep reinforcement
learning
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Urban Rail Network Resilience under Compound Failures
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Resilience of Urban Transport
Network-of-Networks under
Intense Flood Hazards Exacerbated
by Targeted Attacks

NishantYadav?, Samrat Chatterjee?™ & Auroop R. Ganguly*™
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Resilience of Urban Rail Transit Networks under Compound Natural and
Opportunistic Failures

Jack R. Watson!:2, Samrat Chatterjee-2, SM-IEEE, Auroop Ganguly?', SM-IEEE
!Pacific Northwest National Laboratory, Richland WA 99352 USA
2Northeastern University, Boston MA 02115 USA

' 2022 Virtual IEEE International
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in Climate and Homeland
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Multi-Hazard Risk Analysis and Resource Allocation under Uncertainty

An iterative learning and inference approach to managing dynamic cyber  Portfolio Analysis of Layered Security Measures Integrated Disaster Risk Management

vulnerabilities of complex systems

SAMRAT CHATTERJEE | ROBERT T. BRIGANTIC
ANGELA M. WATERWORTH

Samrat Chatterjee®, Shital Thekdi"™* Samrat Chatterjee,' Stephen C. Hora,>* and Heather Rosoff

Adam Rose - Fynnwin Prager
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APPLIED RISK ANALYSIS
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(4) Analyze sensitivity of System Posture under parametric uncertainties to identify priorities
for risk-informed investments

A Framework for Analyzing the Economic Tradeoffs

Between Urban Commerce and Security Against Terrorism
Cyber Threat Screening Using a Queuing-Based Game-Theoretic Approach

Adam Rose,"* Misak Avetisyan,"? and Samrat Chatterjee'
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Economic consequences of aviation system disruptions: A
reduced-form computable general equilibrium analysis
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Multi-Agent Learning and Optimization

Deep Reinforcement Learning for Cyber and Cyber-Physical Infrastructure Defense

Deep Reinforcement Learning for Cyber System Defense under
Dynamic Adversarial Uncertainties

Ashutosh Dutta!, Samrat Chatterjee!, Arnab Bhattacharya'!, Mahantesh Halappanavar!

‘l RL Agent I

The AAAI-23 Workshop on 5 l |
Artificial Intelligence for Cyber Security (AICS) 8
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b _.'. Attack Failure | pefense |_ %
® : Success Impact | =
Attacker Type 1 Attacker Type 2 Attacker Type 3 5 : CEess/ :
. . . 'g Attack g I Failure Success é
o nac & | Position : C)/Q_OUO E
° == PPO o le :
2 0.8 0.8 08| 4 ac ol€ T O :
T os I e ° : Attack Path Benign Process |2
z s : 1Altack Position | Generator |:
go:z = 0:2 - 0:2 < Reward : Reward §
I :f;w -+4- SZ% . Generation Interrupted 3
005 o L ", Benign Operahons o

1 2 3 4 5 1 2 3 4 5 1 2 3 4 5
ATT&CK Tactic ID ATT&CK Tactic ID ATT&CK Tactic ID n._"_"""""""_“"""“"""“'.

Environment
Constraints Satisfiability Driven Reinforcement Autonomous Cyber Defense Framework
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Autonomous cyber defense agent architecture

Ted Fujimoto® *Joshua Suetterlein' Samrat Chatterjee’:> Auroop Ganguly?*
!Pacific Northwest National Laboratory ~ ?Northeastern University

Needs a confidence
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ICML | 2023

Fortieth International Conference
on Machine Learning

Extending Conformal Prediction to Hidden Markov Models with Exact Validity
via de Finetti’s Theorem for Markov Chains

Buddhika Nettasinghe' Samrat Chatterjee> Ramakrishna Tipireddy®> Mahantesh Halappanavar 2 CalibrationData

Test Observations
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Role of reinforcement learning for risk-based robust control of
cyber-physical energy systems

Yan Du' | Ashutosh Dutta® |

Arnab Bhattacharya' |
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Advances in Information Security 87
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Cyber Defense
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A Comprehensive Guide

Robert Douglass
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RESEARCH METHODS
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Kott, 2023 Douglass et al., 2023 Edgar & Manz, 2017
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